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https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.commonsense.org/education/digital-citizenship/lesson/pause-for-people
https://www.commonsense.org/education/digital-citizenship/lesson/how-technology-makes-you-feel
https://www.commonsense.org/education/digital-citizenship/lesson/how-technology-makes-you-feel
https://www.commonsense.org/education/digital-citizenship/lesson/how-technology-makes-you-feel
https://www.commonsense.org/education/digital-citizenship/lesson/device-free-moments
https://www.commonsense.org/education/digital-citizenship/lesson/device-free-moments
https://www.commonsense.org/education/digital-citizenship/lesson/your-rings-of-responsibility
https://www.commonsense.org/education/digital-citizenship/lesson/your-rings-of-responsibility
https://www.commonsense.org/education/digital-citizenship/lesson/my-media-choices
https://www.digitalpassport.org/twalkers.html
https://www.digitalpassport.org/twalkers.html
https://www.commonsense.org/education/digital-citizenship/lesson/finding-my-media-balance
https://www.commonsense.org/education/digital-citizenship/lesson/finding-my-media-balance
https://www.digitalpassport.org/twalkers.html
https://www.digitalpassport.org/twalkers.html
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.net-aware.org.uk/networks/
https://www.net-aware.org.uk/networks/
https://www.net-aware.org.uk/networks/
https://www.childrenscommissioner.gov.uk/our-work/digital/5-a-day/
https://www.childrenscommissioner.gov.uk/our-work/digital/5-a-day/
https://www.childrenscommissioner.gov.uk/our-work/digital/5-a-day/
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/putting-a-stop-to-online-meanness
https://www.commonsense.org/education/digital-citizenship/lesson/putting-a-stop-to-online-meanness
https://www.commonsense.org/education/digital-citizenship/lesson/the-power-of-words
https://www.digitalpassport.org/evolve.html
https://www.digitalpassport.org/evolve.html
file://///Users/Andrew/Desktop/Work/Curriculum/Curriculum/Computing/New%20Curriculum%202020/Be%20a%20Super%20Digital %20Citizen
file://///Users/Andrew/Desktop/Work/Curriculum/Curriculum/Computing/New%20Curriculum%202020/Be%20a%20Super%20Digital %20Citizen
https://www.digitalpassport.org/evolve.html
https://www.digitalpassport.org/evolve.html
https://www.commonsense.org/education/digital-citizenship/lesson/is-it-cyberbullying
https://www.digitalpassport.org/evolve.html
https://www.digitalpassport.org/evolve.html
https://www.barefootcomputing.org/resources/safety-snakes
https://www.barefootcomputing.org/resources/safety-snakes
https://www.thinkuknow.co.uk/professionals/resources/lee-and-kim/
https://www.thinkuknow.co.uk/professionals/resources/lee-and-kim/
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
file://///Users/Andrew/Desktop/Work/Curriculum/Curriculum/Computing/New%20Curriculum%202020/Band%20Runner:%20Like
file://///Users/Andrew/Desktop/Work/Curriculum/Curriculum/Computing/New%20Curriculum%202020/BBC%20​Own%20It: %20Cyberbullying %20Quiz
file://///Users/Andrew/Desktop/Work/Curriculum/Curriculum/Computing/New%20Curriculum%202020/BBC%20​Own%20It: %20Cyberbullying %20Quiz
file://///Users/Andrew/Desktop/Work/Curriculum/Curriculum/Computing/New%20Curriculum%202020/BBC%20​Own%20It: %20Cyberbullying %20Quiz
https://www.net-aware.org.uk/networks/
https://www.net-aware.org.uk/networks/
https://www.net-aware.org.uk/networks/
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/digital-citizenship/lesson/digital-trails
https://www.commonsense.org/education/digital-citizenship/lesson/this-is-me
https://www.commonsense.org/education/digital-citizenship/lesson/our-online-tracks
https://www.digitalpassport.org/share-jumper.html
https://www.digitalpassport.org/share-jumper.html
https://www.commonsense.org/education/digital-citizenship/lesson/beyond-gender-stereotypes
https://www.commonsense.org/education/digital-citizenship/lesson/beyond-gender-stereotypes
https://docs.google.com/document/d/1DYu5q5oWatkjtjbJbedUHgB8YuG2akowHzSDojFgCi4/edit
https://docs.google.com/document/d/1ajp92gSn4-6r1vAPOFlAA-Fc-snFXweqkJbSXP-OdUI/edit
https://docs.google.com/document/d/1jKOHuyLqRHE1onltujbiDD4ZoFzEtik_Evq-c6dPzjY/edit
https://docs.google.com/document/d/10Cse3ENf6pDn2q4NxY14sAmBiEwcQ91c3BYhE0Tukvs/edit
https://docs.google.com/document/d/1t-jdR74EYgu0kyjYrscNjYnvvXbg_YB-K0KrJgyK1UI/edit
https://docs.google.com/document/d/1Q3N_poM1f6hp2tP0VgJjDnSTqOiIAeNmkViZ7L14W1o/edit
https://www.childnet.com/resources/digiduck-stories/digiducks-famous-friend
https://www.childnet.com/resources/digiduck-stories/digiducks-famous-friend
https://www.commonsense.org/education/digital-citizenship/lesson/safety-in-my-online-neighborhood
https://www.commonsense.org/education/digital-citizenship/lesson/safety-in-my-online-neighborhood
https://www.commonsense.org/education/digital-citizenship/lesson/safety-in-my-online-neighborhood
https://www.commonsense.org/education/digital-citizenship/lesson/internet-traffic-light
https://www.commonsense.org/education/digital-citizenship/lesson/internet-traffic-light
https://www.commonsense.org/education/digital-citizenship/lesson/thats-private
https://www.commonsense.org/education/digital-citizenship/lesson/password-power-up
https://www.digitalpassport.org/password-protect.html
https://www.digitalpassport.org/password-protect.html
https://www.commonsense.org/education/digital-citizenship/lesson/private-and-personal-information
https://www.commonsense.org/education/digital-citizenship/lesson/private-and-personal-information
https://www.commonsense.org/education/digital-citizenship/lesson/private-and-personal-information
https://www.digitalpassport.org/share-jumper.html
https://www.digitalpassport.org/share-jumper.html
https://www.commonsense.org/education/digital-citizenship/lesson/you-wont-believe-this
https://www.commonsense.org/education/digital-citizenship/lesson/you-wont-believe-this
https://www.digitalpassport.org/mix-n-mash.html
https://www.digitalpassport.org/mix-n-mash.html
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.thinkuknow.co.uk/professionals/resources/lee-and-kim/
https://www.thinkuknow.co.uk/professionals/resources/lee-and-kim/
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://www.thinkuknow.co.uk/parents/articles/band-runner/
https://ico.org.uk/for-organisations/in-your-sector/education/resources-for-schools/
https://ico.org.uk/for-organisations/in-your-sector/education/resources-for-schools/
https://www.youtube.com/watch?v=IPQhME1UYQU&feature=youtu.be
https://www.youtube.com/watch?v=IPQhME1UYQU&feature=youtu.be
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https://www.barefootcomputing.org/resources/safety-snakes
https://www.barefootcomputing.org/resources/safety-snakes
https://www.barefootcomputing.org/resources/safety-snakes
https://www.commonsense.org/education/digital-citizenship/lesson/pause-for-people
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/lets-give-credit
https://www.commonsense.org/education/digital-citizenship/lesson/is-seeing-believing
https://www.commonsense.org/education/digital-citizenship/lesson/a-creators-rights-and-responsibilities
https://www.commonsense.org/education/digital-citizenship/lesson/a-creators-rights-and-responsibilities
https://www.commonsense.org/education/digital-citizenship/lesson/a-creators-rights-and-responsibilities
https://www.commonsense.org/education/digital-citizenship/lesson/reading-news-online
https://www.commonsense.org/education/digital-citizenship/lesson/reading-news-online
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=safer-internet-day-2019
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=safer-internet-day-2019
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=safer-internet-day-2019
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=safer-internet-day-2019
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.youtube.com/watch?v=7pLLhXUIe-s
https://www.youtube.com/watch?v=7pLLhXUIe-s
https://www.youtube.com/watch?v=7pLLhXUIe-s
https://www.youtube.com/watch?reload=9&v=0EFHbruKEmw&feature=youtu.be
https://www.youtube.com/watch?reload=9&v=0EFHbruKEmw&feature=youtu.be
https://www.youtube.com/watch?reload=9&v=0EFHbruKEmw&feature=youtu.be
https://www.childnet.com/resources/digiduck-stories/digiducks-big-decision
https://www.childnet.com/resources/digiduck-stories/digiducks-big-decision
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/pause-think-online
https://www.commonsense.org/education/digital-citizenship/lesson/who-is-in-your-online-community
https://www.commonsense.org/education/digital-citizenship/lesson/who-is-in-your-online-community
https://www.commonsense.org/education/digital-citizenship/lesson/who-is-in-your-online-community
https://www.commonsense.org/education/digital-citizenship/lesson/our-digital-citizenship-pledge
https://www.commonsense.org/education/digital-citizenship/lesson/our-digital-citizenship-pledge
https://www.commonsense.org/education/digital-citizenship/lesson/our-digital-citizenship-pledge
https://www.commonsense.org/education/digital-citizenship/lesson/keeping-games-fun-and-friendly
https://www.commonsense.org/education/digital-citizenship/lesson/keeping-games-fun-and-friendly
https://www.commonsense.org/education/digital-citizenship/lesson/digital-friendships
https://www.commonsense.org/education/digital-citizenship/lesson/digital-friendships
https://www.commonsense.org/education/digital-citizenship/lesson/finding-credible-news
https://www.commonsense.org/education/digital-citizenship/lesson/finding-credible-news
https://www.digitalpassport.org/search-shark.html
https://www.digitalpassport.org/search-shark.html
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.thinkuknow.co.uk/professionals/resources/lee-and-kim/
https://www.thinkuknow.co.uk/professionals/resources/lee-and-kim/
https://www.thinkuknow.co.uk/parents/articles/band-runner/
https://www.thinkuknow.co.uk/parents/articles/band-runner/
https://www.thinkuknow.co.uk/parents/articles/band-runner/
https://education.minecraft.net/lessons/becoming-digital-citizens/
https://education.minecraft.net/lessons/becoming-digital-citizens/
https://education.minecraft.net/lessons/becoming-digital-citizens/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://safeblog.lgfl.net/2019/07/chicken-shop-grooming/
https://safeblog.lgfl.net/2019/07/chicken-shop-grooming/
https://www.lgfl.net/digisafe/countylines
https://www.lgfl.net/digisafe/countylines
https://www.theguardian.com/newswise-unit-of-work
https://www.theguardian.com/newswise-unit-of-work
https://www.childnet.com/resources/trust-me
https://www.childnet.com/resources/trust-me
https://www.bbc.com/ownit/the-basics/spotting-fake-news
https://www.bbc.com/ownit/the-basics/spotting-fake-news

Curriculum Standards and Links

Document

Standards

Education for a
Connected World

e Health, well-being, and lifestyle
® Privacy and security

e Copyright and ownership

e Self-image and identity

® Online reputation

® Online relationships

® Online bullying

® Managing online information

Common Sense: Digital
Citizenship

e Media balance and well-being

® Privacy and security

o My digital footprint and identity
e Relationships and communication
e Cyberbullying

e Digital drama

e Hate speech

o News and media literacy

National Curriculum:
Computing Programmes
of Study

e Use technology safely and respectfully, keeping personal information private.

® Recognise acceptable/unacceptable behaviour.

e |dentify where to go for help and support when concerns are raised about content,

or contact, on the internet and other online platforms.

e Use search technologies effectively, appreciate how results are selected and ranked, and be
discerning in evaluating digital content.

Relationships
Education, Relationships

and Sex Education (RSE)
and Health Education

Online Relationships

Pupils should know:

e that people sometimes behave differently online, including by pretending to be someone
they are not.

e that the same principles apply to online relationships as to face-to face

relationships, including the importance of respect for others online including when we

are anonymous.

e the rules and principles for keeping safe online, how to recognise risks, harmful content and
contact, and how to report them.

e how to critically consider their online friendships and sources of information, including
awareness of the risks associated with people they have never met.

e how information and data is shared and used online.

Being Safe

Pupils should know:

e what sorts of boundaries are appropriate in friendships with peers and others (including in a
digital context).

e about the concept of privacy and the implications of it for both children and adults; including
that it is not always right to keep secrets if they relate to being safe.

e that each person’s body belongs to them, and the differences between appropriate and
inappropriate or unsafe physical, and other, contact.

e how to respond safely and appropriately to adults they may encounter (in all contexts,
including online) whom they do not know.

® how to recognise and report feelings of being unsafe or feeling bad about any adult.

® how to ask for advice or help for themselves or others, and to keep trying until they are
heard.

® how to report concerns or abuse, and the vocabulary and confidence needed to do so.

e where to get advice e.g. family, school and/or other sources.

Mental Well-Being

Pupils should know:

e that mental wellbeing is a normal part of daily life, in the same way as physical health.
e that there is a normal range of emotions (e.g. happiness, sadness, anger, fear, surprise,
nervousness) and scale of emotions that all humans experience in relation to different
experiences and situations.



https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.commonsense.org/education/
https://www.commonsense.org/education/
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf

® how to recognise and talk about their emotions, including having a varied vocabulary of
words to use when talking about their own and others’ feelings.

e how to judge whether what they are feeling and how they are behaving is appropriate and
proportionate.

e the benefits of physical exercise, time outdoors, community participation, voluntary, and
service-based activity on mental well-being and happiness.

e simple self-care techniques, including the importance of rest, time spent with friends and
family, and the benefits of hobbies and interests.

isolation and loneliness can affect children and that it is very important for children to discuss
their feelings with an adult and seek support.

e that bullying (including cyberbullying) has a negative and often lasting impact on mental well-
being.

e where and how to seek support (including recognising the triggers for seeking support),
including whom in school they should speak to if they are worried about their own or someone
else’s mental wellbeing or ability to control their emotions (including issues arising online).

e it is common for people to experience mental ill health. For many people who do,

the problems can be resolved if the right support is made available, especially if accessed early
enough.

Internet Safety and Harms

Pupils should know:

e that for most people the internet is an integral part of life and has many benefits.

e about the benefits of rationing time spent online, the risks of excessive time spent

on electronic devices and the impact of positive and negative content online on their own and
others’ mental and physical well-being.

@ how to consider the effect of their online actions on others and know how to recognise and
display respectful behaviour online and the importance of keeping personal information
private.

e why social media, some computer games and online gaming, for example, are

age restricted.

e that the internet can also be a negative place where online abuse, trolling, bullying, and
harassment can take place, which can have a negative impact on mental health.

® how to be a discerning consumer of information online including understanding

that information, including that from search engines, is ranked, selected, and targeted.

e where and how to report concerns and get support with issues online.

Keeping Children Safe in

Education

® Governing bodies and proprietors should ensure that children are taught about safeguarding,
including online safety. Schools should consider this as part of providing a broad and balanced
curriculum.

e This may include covering relevant issues through Relationships Education and Relationships
and Sex Education (formerly known as Sex and Relationship Education), tutorials (in colleges)
and/or where delivered, through Personal, Social, Health and Economic (PSHE) education. The
Government has made regulations which will make the subjects of Relationships Education (for
all primary pupils) and Relationships and Sex Education (for all secondary pupils) and Health
Education (for all pupils in state-funded schools) mandatory from September 2020.

e Whilst it is essential that governing bodies and proprietors ensure that appropriate filters and
monitoring systems are in place, they should be careful that “over 24 blocking” does not lead to
unreasonable restrictions as to what children can be taught with regard to online teaching and
safeguarding.

Teaching Online Safety
in School

Guidance supporting schools to teach their pupils how to stay safe online, within new
and existing school subjects.

Digital Passport
Educator Guide

This guide provides an overview of Digital Passport and each mini-game,
additional downloadable classroom materials, and recommendations on aligned Digital
Citizenship lessons.



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/835733/Keeping_children_safe_in_education_2019.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/835733/Keeping_children_safe_in_education_2019.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf
https://d1e2bohyu2u2w9.cloudfront.net/education/sites/default/files/tlr-asset/document-bundled-educator-guide-92018.pdf
https://d1e2bohyu2u2w9.cloudfront.net/education/sites/default/files/tlr-asset/document-bundled-educator-guide-92018.pdf

